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Abstract: In order to solve some existing problems on detecting malicious tampering by video watermarking based on
H.264/AVC video compression standard, a semi-fragile video watermarking algorithm for H.264/AVC based on cost
strategy was proposed. To further improve the robustness of the feature codes in semi-fragile video watermarking algo-
rithm, a new generation algorithm for feature codes by eliminating the correlation of them was proposed. In order to meet
the requirement that the semi-fragile watermarks should be uniformly embedded into the video frames to locate the tam-
pered region accurately, a minimal cost function was introduced to select a DCT coefficient in the 4 x 4 block residual to
embed watermark which had minimal impact on the video quality and bit rates. Experimental results show that the pro-
posed algorithm can significantly reduce impact on video quality and bit rate because of embedding the watermarking by
adopting the minimum cost function and it is sensitive to malicious manipulations. The retrieved feature code and water-
marking can detect and locate malicious manipulations.
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FCHR[27]. XTS5 AT, PSS KD T
2 ) R v TR T 0 () T 0, DR DR A T
1 R gy TV T8 908 9 0 e R AT o 1) 5O /N s 1
e JU R S AT P R e AR B K, K ERHIRT e
FEIRIRE ) 559 o

M 3 IR LUE Y, AN Hall J7 517K B
(T ek g 2, 32 SRR g At ) 3K 31 AH
b, Hall P51 1 W0 Xk %, g X 85 /0,
1M B A 2 T I AR A - 2% . Ak, Hall FP41) 1
T ZE I #H DCT ARk )5, 6% DCT &
Do AR RE EIRAKED, PR ZE. &
2, Mobile 741 T g B X i %, 23 HIZL,
JK B PRI e A e
53 EMXEAEN

A SCFAEAEAI TR REAS 4x4 i A 1 bit
IKEN, SERIKEREA dxdo 248AT SRR T byt Fel %
HEATAS IR TS | JEAE R S A B, A
B B B S ER), i 4(b) B
(Pl e R0 [ P P A T B MG A3 ) R AR I, R AR S
SR BEO X AT A, s AL 45 R 4(c) BT o
M 4(c)RT LAt BEEAR 2 07 9 788 BL U X 3k

2 i 55 7K B ALy B o5 X 3 e A 1 g RT E
o BRI P, o DEERIE P, FIE A I
P, IR, s LA

Ngp
&_77 (17)
o, ny, Ros B AR B SR BRENPRAS A 4
B, N R
nFN
P, FN — 7 (18)

b, gy UG Bl B SO AR A Sy A B B
(e,

%3 A SCE EFNSCAR[27]7K BN BT R 14 b AR
0P=26 Fe TR 7 (7 72 0.000 5) HGER I 75 (% 1% 0.01) e TR IE I (5 X 5)
WP

HR27] AL SCHR27] 3L HR[27] AL SCHR[27] k'S
Foreman 0.8472 0.9109 0.841 4 0.784 2 0.766 7 0.8325 0.849 5 0.873 1
Mobile 0.888 9 0.926 6 0.800 0 0.8217 0.838 4 0.871 4 0.868 7 0.9350
Coastguard 0.913 6 0.9388 0.829 0 0.8130 0.800 8 0.852 8 0.891 4 091138
Hall 0.7927 0.850 3 0.763 1 0.7237 0.705 8 0.840 1 0.743 4 0.8511
Flower 0.780 6 0.847 8 0.740 2 0.756 8 0.761 4 0.840 2 0.803 5 0.850 9
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TS FETAN HENE I H.264/AVC 2P AE 557K ENET % <117 -

PFP+PFN
B (19)

TESEBRIIN 3G, ARG ) 208 518 %7
CNRORRE” BIESO CNAEREM” BB rE N
Yoeki, O T IRR/K BRSPS Ik 8, A S
X Mobile JyEA1HR A VMG 55 7K B 5 73 il 7 7] I 52
SHPREMX — “ B B SO E gD D
ERIEFE (U P 5(a)) A s T 75 (0 1] 6(a))ix 3 A “ Py
BARFE” KB KB TERE, WAL Rk 4.
R SHIE 6 PR, IWE4TLLEH, X0 T b
B A A 5L 20%,  [RINF3EAT T hs, R
L 2 8 R 2 AE 5% LA T W3 5 T 6 1]
DUE H, 0 AT FIFE R B, RIS s
PG, RELERAIE %L R .

P, =1

18 19 20,21
26 27 %8
(|

(a) JUURTIES 10 i (bYW ELLIAI 2R 10 1

(c) ZEAEENL
[ 4 AATIMTEL B X 45k 5 A7

(a) 25 10 Wigsik

(b) BB
5 Mobile JF4158 10 WONHLERME P K 52 IR SLSOE 17

b

(a) 2 10 Wigh ik

(b) HEHERE
B 6 Mobile 75158 10 Wi 3 i K SRS W B SOGE i

F4  HEiN20%, OP=26 EHRILIKENERE

Rl WU 5
ST 20 30 40 50 60 70

Pry 2.74 2.52 2.43 3.11 2.75 2.73 2.39
Pep 5.17 4.63 5.38 5.35 5.43 5.56 5.98
Pp 9589  96.14 96.79 9543 9568 9524 9570

=5 EH20%, fn0.1%HIEERE KEN 1B

oo P
2% 20 30 40 50 60 70

Ppy 2.79 221 2.62 2.26 2.71 2.89 2.13
Prp 6.13 6.12 5.62 6.74 6.63 6.87 6.07
Pp 9524 95.64 9577 9589 9515 95.64 95.69

F6 EI20%, Nin0.01% = HTiEA K EN 14 RE

o ki
ZH 10 20 30 40 50 60 70

Ppy 7.76 8.25 8.43 8.62 8.05 8.83 8.24
Prp 3.56 3.79 3.64 3.28 4.53 3.74 432
Pp 9443 9418 9392 9379 93.86 93.85 9337

&l 5(a)y Mobile FF415 10 i [a] HHZS IARES R s
KRG, B 5(b) iz soeE . 6(a)
-k Mobile J7>511565 10 it [R]B3 v st 7 e A2 ThPRG s
KL & 6(b) Azt SO e, A AT
EiH, MW EPEER M, KENZEEEIERE “17
AT AR, T TR G R 17 RO
BEML, @I “17 B A T LA 00E o B X 3

AL B AT B0 W ) RS ) S 2 K e
ST R R U N A, B R B RIS
RN TINS5 /K BN AT R AP Ik o an 42
HURRAE RS B RN 7K BN EE LA TR S i 55 “ Y
PARFE” KBk, WKEZEERIGS “17 Wi
P, XGRS e (o FRHER R

6 ZEERiE

ASCHR T — R TACN SRS 1Y H.264/AVC
(PERESS K ENEE . 158, $RH T —FBr R e
AR AR, T L 1) 2 BRARE AR RS 22 [ FR AR O
PE DA iy Sk o LUK, AR Y IS5 K B R
PR K g4 H.264/AVC (W gmfiidgire, $2 7 —Fh
R 5 /M SRS B 6 B DL K B AN AV B 1R B
SIS 2 AR RRAE RS AT B g s SRR
M SRS R B0 AT U W A8 AR A i N 7K ED K A0 AT
SRS R e 59 7K BRI BEAT 241X A1) A 2%
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